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This policy should bereadin conjunction with the Data Protection Act 1998 (DPA), the Education Student (Information)
Regulations 2005, the School Staffing (England) Regulations 2009 (these apply to maintained schools), Independent
School Standards Regulations 2010 (these apply to academies)and the ICO ‘Report on the data protection guidancewe
gave schools 2012’. Italsocross references and/or works in conjunction with other policies: Freedom of Information,
ICT, E-Safety, Child Protection and Medical Conditions,and all policies related to recruitment of staff, complaints and
disability.

1. Background

1.1. The DPA applies onlytolivingindividuals.

1.2. Under the DPA, there arestringent regulations thatapplyto the collection, using, disclosing, storingor
disposingof personal data.

1.3. There are even stricter regulations thatapplyto whatis termed ‘sensitive personal data’. This is information
that relates to race, ethnicity, political opinions, religious beliefs, membership of trade unions, physical or
mental health, sexuality and criminal offences. Schools allhold a greatdeal of sensitivedata in their student
and staff records.

1.4. Inthis context, the school (technically thegoverning body) is the data controller for the purposes of the
relevant legislation and has the primary responsibility for ensuring thatall legal requirements are met.

1.5. The schoolis legally obliged to protect anyinformation, either personal data or sensitive personal data, about
students and staff from unauthorised access and fromaccidental loss or damage.

1.6. The school has a duty to notify the Information Commissioner’s Office (ICO) that we are processing personal
data and therefore aredata controllers.That notification mustbe renewed whenever the data held changes
inany substantial way.

1.7. The school has a duty to publisha privacy notice—see Section 6.

1.8. Under the DPA, any individual has theright to make a request to access the personal information held about
them.

1.9. Inaddition, under the DPA the school may hold some information about parents and carers.

1.10.The Education Student Information Regulations 2005 cover the rights of parents/carers to access their child’s
educational record.

1.11.There is a statutory exception to the above, where parents/carers do have anautomatic right to access
defined materials under the Education (School Records) Regulations 1989. The school will observethese
statutory rights.

Introduction

2.1. Inorder to function properly we need to collectand use certaintypes of information aboutstaff, students and

other individuals who come into contact with the school. We arealso obliged to collectand use data to fulfil
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our obligations to the local authority (LA), DFE and other bodies. We deal with information properlyin
whatever way itis collected, recorded and used — on paper, electronically or any other way. We regard the
lawful and correcttreatment of personal information as veryimportantto successful operations and to
maintaining confidence between those with whom we deal and ourselves. We are conscious that much of the
data we hold is classified as sensitive personal data and we are aware of the extra carethis kind of
information requires. We ensure that our organisation treats all personalinformation lawfully and correctly.
To this end, we fullyendorseand adhere to the data protection principles as contained in the Data Protection
Act 1998.

3. Data protection principles

3.1.
3.2
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.

3.9.

All members of staff employed at Oldfield School arerequired to adhere to the eight enforceable data
protection principlesas setoutinthe Data Protection Act 1998.

Data shall beprocessed fairly and lawfullyandin particular shall notbe processed unless specificconditions
are met.

Personal data shall be obtained only for one or more specified and lawful purposeand shallnotbe further
processedinany manner incompatible with that purpose or those purposes.

Personal data shall beadequate, relevant and not excessiveinrelation to the purpose or purposes for which
they are processed.

Personal data shallbeaccurateand where necessary, kept up-to-date.

Personal data shall notbe kept for longer than is necessary for that purposeor those purposes.

Personal data shallbeprocessedinaccordancewith the rights of data subjects under the DPA.

Appropriate technical and organisational measures shall betaken againstunauthorised or unlawful
processingof personal data and againstaccidental loss or destruction of, or damage to, personal data.
Personal data shall notbe transferred to a country or territory outsidethe European Economic Area, unless
that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects
inrelation to the processing of personal data.

School practice

4.1.

4.2.

Within school we strictly apply thefollowingcriteria and controls. These areto:

4.1.1. Notify the ICO that we process personal data and re-notify if procedures change or are amended.

4.1.2. Observe fullythe conditions regardingthe fair collection and use of information. To achievethis we
haveinplaceanduse a privacy notice,sometimes called a fair processing notice — see Section 6.

4.1.3. Meet our legal obligationsto specify the purposes for whichinformationis used.

4.1.4. Collectand process appropriateinformation andonlyto the extent thatitis needed to fulfil
operational needs or to comply with any legal requirements.

4.1.5. Ensurethe quality ofinformation used.

4.1.6. Apply strictchecks to determine the length of time informationis held.

4.1.7. Ensurethat the rights of the persons about whom informationis held can be fully exercised under the
Act. These includethe rightto be informed that processingis beingundertaken, the right to access to
one’s personal information, the right to prevent processingincertain circumstances and theright to
correct, rectify, block or eraseinformation whichis regarded as wrong information.

4.1.8. Take appropriatetechnical and organisational security measures to safeguard personal information.
We will review the physical security of buildings and storage systems as well as access to them. All
portableelectronic devices must be kept as securely as possible on and off school premises.

4.1.9. Ensurethatall Disclosureand BarringService (DBS) records arekept inasafecentral placeand that no
unnecessary certificationinformation is kept longer than six months.

4.1.10. Ensurethat personal informationinnottransferred abroad without suitablesafeguards.

4.1.11. Treat peoplejustlyandfairly whatever their age, religion, disability, gender, sexual orientation or
ethnicity when dealingwith requests for information.

4.1.12. Set out clear procedures for respondingto requests for information—see Section 5.

4.1.13. Haveinplacesecure methods for safely disposing ofall electronic and paper records.

4.1.14. Be surethat photographs of students are notincludedinanyschool publication or on the school
website without specific consent.

We shallalso ensurethat:



4.2.1. Thereisanamed personwith specific responsibility for data protection within the school.

4.2.2. All persons managingandhandling personal information understand thatthey are contractually
responsiblefor following good data protection practice.

4.2.3. All persons managingandhandlingpersonal informationaretrained to do so.

4.2.4. Anyone wanting to make enquiries abouthandling personal information knows whatto do.

4.2.5. Anyone managing and handling personal informationis appropriately supervised.

4.2.6. Queries about handling personal information are properly and courteously dealt with.

4.2.7. Methods of handling personal informationareclearly described.

4.2.8. Aregularreview andauditis made of the way personal informationisheld, managed and used.

4.2.9. Methods of handling personal information areregularly assessed and evaluated.

4.2.10. Performance with handling personal informationisregularly assessed and evaluated.

4.2.11. A breach of the rules and procedures identified in this policy may lead to disciplinary action being
taken againstthe members of staff concerned.

4.2.12. Onoccasionswheninformationis authorised for disposal,itis doneappropriately.

5. Dealing with a subject access request

5.1.

5.2.

5.3.

54.

5.5.

5.6.

5.7.

Requests for information must be made in writing (which includes the use of e-mail) and be addressed to the
headteacher. Ifthe initial request does not clearly specify theinformation required, then the school will make
further enquiries.

The headteacher must be confident of the identity of the individual makingtherequest. When the request
concerns data about a student, checks will also becarried out regarding proof of relationship to the child.In
addition, evidence of identity will be established by requesting production of:

5.2.1. Passport.

5.2.2. Drivinglicence.

5.2.3. Utility billswith the current address.

5.2.4. Birth/marriagecertificate.

5.2.5. P45/P60.

5.2.6. Credit card or mortgage statement (this listis notexhaustive).

As stated above, anyindividual hasthe rightof access toinformation held about them. However, inthe case
of children this is dependent upon their capacity to understand (normallyage 12 or above) and the nature of
the request. The headteacher should discuss therequest with the child and taketheir views intoaccount
when making a decision. A child with competency to understand can refuse to consent to the request for
their records. Where the childis notdeemed to be competent, an individual with parental responsibility shall
make the decision on behalf of the child.

The school may make a charge for the provision ofinformation, depending on the followi ng:

5.4.1. No chargecanbe made ifthe requester simply wants to view the educational record of a child.

5.4.2. Shouldthe informationrequested require a copy of the educational record, then the amount charged
will bedependent upon the number of pages provided. This type of recordis availabletoall
parents/carers until thechild becomes an adultwith or without the consent of the child.The school is
required to respond within 15 school days.

5.4.3. Shouldthe informationrequested be personal informationthatis notan educational record, schools
cancharge up to £10 to provideit.

The response time for subjectaccess requests, other than for educational records, is 40 days fromreceipt

(this refers to calendar days irrespective of school holiday periods).

The DPA allows exemptions as to the provision of some information; therefore all information will be
reviewed priorto disclosure.

Third party informationis information thathas been provided by another person such as the LA, the police,a
health careprofessional or another school.Itis normal good practiceto seek the consent of the third party
before disclosinginformation. Even if the third party does not consent, or consent is explicitly notgiven, the
data may be disclosed. (There is noneed in the caseof third party requests to adhere to the 40-day statutory
timescale).



5.8.

5.9.

5.10.

5.11.

5.12.

5.13.

Any information that could causeserious harmto the physical, emotional or mental health of a student or
another person may not be disclosed, nor should information thatwould reveal that the chil dis atrisk of
abuse. The same strictureapplies toinformation relating to court proceedings.

Ifthere are concerns aboutthe disclosure ofinformation, then additional adviceshould besought, usually
from the Information Commission’s Office.

When redaction (blacking outor obscuring of data) has taken place, then a full copy of the information
provided will be retained in order to establish,ifa complaintis made, what was redacted and why.
Information disclosed should beclear, with any codes, technical terms, abbreviations or acronyms explained.
Ifinformation contained within the disclosureis difficulttoread or illegible,itwill beretyped.

Information can be provided at the school with a member of staff on hand to assistifrequested, or provided
at face-to-face handover. The views of the applicantwill betaken into accountwhen consideringthe method
of delivery. If postal systems have to be used, then registered or recorded mail will beused.

Complaints will bedealtwith inaccordancewith the school complaints procedure, whichis availableon-line.
Should the complainantwish to take the matter further, it may be referred to the Information Commissioner

WWW.ico.gov.uk.

DPA privacy notice

6.1.

Schools, LAs and the DFE all hold data on students in order to run the education system. Inso doing, all have
to followthe Data Protection Act 1998. The chief implication of this is thatdata held about students may only
be used for specific purposes permitted by law. This noticeis to inform you what types of data we hold, why it
is heldandto whom it may be passed on.

6.1.1. We holdinformationonstudents inorder to supporttheir teaching and learning, to monitor and
report on their progress, to provideappropriate pastoral careandto help us assess howthe schoolis
performing overall.This data will include contact details, national curriculumassessmentresults,
attendance information, characteristics such as ethnicity, SEN and any relevant medical information.

6.1.2. The school mayincludeimages of or information aboutstudents on the school website. If thisis a
problem to you for any reason, pleaselet us know and we will ensurethat this informationis not
included. However, parents/carers do need to know that at times we may be legally boundto disclose
information to other bodies such as the policewhich the school will try to do with the knowledge of
the relevant parents/carers.

6.1.3. From time-to-time, we are required to pass oninformation to the LA, DFE, to another school to which
your child may be transferring, and other education related government bodies.

6.1.4. The government may requirethe school to shareinformation with other agencies such as health,
other LA departments and other relevantpublic bodies. The school will inform parents/carers when
this type of processingoccurs and seek consent where this is necessary.

7. Monitoring and Review

The school will monitor the impactof the policy usinga range of methods and informationincluding:
e Logs of reported incidents.
e Surveys/questionnaires of students, parents/carers and staff.
e Changes to the relevant legislation.

The policy will bereviewed in the lightofanyincidentsthathavetaken placeor significant new developments in
the useof data storageand access technologies which may requirea changeto the policy, or perceived new
threats related to onlinestorage.
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